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1
Decision/action requested

This contribution proposes a new KI on KAF refresh in TR 33.737.

2
References
[1] 
3GPP TR 33.737: “Study on Authentication and Key Management for Applications (AKMA) phase 2”
3
Rationale

AKMA Application refresh issue has been discussed multiple times in SA3. The existing procedure in TS 33.535 [2] says that KAF can only be refreshed based on Ua* protocol, there is no other method to refresh KAF. But it is impossible for the existing Ua* protocols (e.g., TLS, IKEV2, OSCORE, DTLS etc) to perform a refresh for the KAF key. Ua* protocols only refreshes the session keys which may be derived from the KAF and it does not refresh the KAF (which is a shared secret). Hence, there needs a mechanism for the Application key refresh after expiry in AKMA. 

In SA#97-e, enhancement on AKMA SID (SP-220991) is approved with the following updates to the objective:

	3. The feasibility of supporting AKMA KAF refresh without triggering a primary authentication,
- Investigate the use cases and need for KAF refresh procedures and afterwards investigate the architecture impacts and procedures of KAF refresh in AKMA 


Therefore, this contribution proposes a key issue to study the KAF refresh issue in TR 33.737 [1]. 

4
Detailed proposal

******Start of Change******
5.X
Key Issue #1: KAF refresh in AKMA without primary re-authentication
5.X.1
Use case

According to 3GPP TS 33.535 [2] clause 5.2, KAKMA is valid until the next successful primary authentication (implicit lifetime), whereas KAF uses explicit lifetimes based on the operator's policy. Upon KAF lifetime expiry, AF cannot provide application access to the UE and a new KAF for the AF cannot be generated until next primary authentication takes place. 

If the primary re-authentication is triggered due to the expiry of keys in a specific AF, then all AFs linked to this SUPI need to update the keys. I.e., if there are n number of AFs involved, one of the AFs wants to refresh the keys and 5GC needs to perform primary re-authentication, then all the n-1 AFs' KAFs will be refreshed and, consequently, all the AFs will need to change the keys. For illustration on the issue:
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Figure 5.X.1-1: Example scenario for the issue of KECS refresh

Figure 5.X.1-1 illustrates the scenario of EDGE use case, when there is no valid KECS available, due to expiry of key lifetime, so new KECS is required. In this scenario, only the KECS is expired and the KEES1, KEES2, KEES3, KEES4, KEES5 are valid (lifetime still holds). Running a home network triggered primary authentication has concerns to just refresh a KECS. i.e., by running primary authentication, the KAUSF and KAKMA are updated along with a new A-KID (A-KID2) and then it forcefully invalidates the other valid keys (KEES1, KEES2, KEES3, KEES4, KEES5). 

Similar example scenario holds for other use cases such as Prose, MBS, MSGin5G. 

KAF is unique to the AF, so if KAF(x) expires at the AF(x), it should not affect the other AF(y) and their KAF(y). i.e., KAF refresh via 5GC only affects that specific AF alone, without affecting other AFs and related key materials. Secondly, if AF is allowed to request the 5G core to perform primary reauthentication, then there may be multiple primary reauthentication's because of multiple AFs being involved with the UE. Multiple primary authentications hamper the system/UE performance and cause unnecessary signalling overhead.

5.X.2
Key issue details
The existing procedure in TS 33.535 [1], the KAF can only be refreshed as follows:

“Ua* protocol may support refresh of KAF. If the Ua* protocol supports refresh of KAF, the AF may refresh the KAF at any time using the Ua* protocol.

NOTE:
How a fresh key is derived for AKMA is up to Ua* protocol implementation”.
The potential Ua* protocols (e.g., TLS, IKEv2, OSCORE, DTLS etc) only refresh the session keys, which may be or may not be derived from the KAF and it does not refresh the KAF itself (which is a shared secret). Performing primary authentication only for refreshing the KAF key can lead to potential signalling overhead as explained in the use case. Therefore, it is necessary to have a mechanism for KAF refresh when the key is about to expire. 
5.X.3
Security threats

Using an expired key to authenticate and/or to derive a new session key(s) to be avoided as it is not an allowed security practice. If the lifetime of KAF expires, then using the same key can compromise the security and increase the risk, like theft of service not only by the malicious UE but also by unauthorised UEs if the key is leaked. If the lifetime of KAF expires, the AF may reject genuine UE’s access to the AF, which may cause UE not being able to access the AF. Such rejection by the AF may constitute a UE’s service interruption.
One AF could influence (indirectly) the refresh of KAFs for all other AFs associated with the same UE.

Repeated such requests from one or more AFs will exhaust resources at HN and UE by triggering multiple re-auth
5.X.4
Potential requirements

The 5G system shall support a mechanism to refresh the AKMA Application keys if the lifetime expires, without running a primary authentication. 
The 5G system shall support a KAF refresh for the specific AF without affecting the other AFs and their key materials.
******End of Change******
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